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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 15 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Discuss about various Security services.
	L3
	CO1
	[8M]

	
	b)
	Differentiate between the terms: 

i) Interruption and Interception 

ii) Modification and Fabrication
	L3
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	What is Message Authentication? Illustrate Message Digest generation using SHA algorithm.
	L2
	CO2
	[8M]

	
	b)
	Write about Cipher Block Modes of Operation.





	L1
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Illustrate the general format of PGP Message and explain.
	L3
	CO3
	[8M]

	
	b)
	Explain Diffie Hellman Key exchange algorithm with an example.
	L2
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	Explain tunnel mode ESP in IPSec.
	L1
	CO4
	[8M]

	
	b)
	What are the applications of IPSec?
	L2
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	Illustrate with an example how SSL provides web security.
	L4
	CO5
	[8M]

	
	b)
	Compare and contrast SSL and TLS.
	L3
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Explain various approaches to Intrusion Detection. 
	L2
	CO6
	[8M]

	
	b)
	Explain the principles and limitations of a firewall. 
	L2
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Write in detail about a model for internetwork security.
	L1
	CO1
	[8M]

	
	b)
	Define RFC. Explain different Internet standards used to define the RFC numbers.
	L2
	CO1
	[7M]

	
	
	
	
	
	

	8.
	a)
	What is an Intruder? State possible damages by Intruders.

	L2
	CO5
	[8M]

	
	b)
	Write a short note on virus structure and phases of a virus. 
	L2
	CO5
	[7M]
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